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A cyber-physical system is a system that augments the
capabilities of physical objects through computation and
communication.



Recall - Software Architecture

The software architecture of a program or computing system is
the structure or structures of the system, which comprise
software elements, the externally visible properties of those
elements, and the relationships among them.

L.Bass, P.Clements, R.Kazman, Software Architecture in Practice (2nd
edition), Addison-Wesley 2003



CPS Components and Connectors

= Cyber family

= Cyber components — data store, computation, 10
interface

= Cyber connectors — call-return, publish describe
= Physical family

= Physical components — sensing, acting

= Physical connectors: power flow



Example of Problems of Interest for CPS

1.
2.
3.
4.
5.
6.
7.
8.

Messages are small

Devices are diverse
Communication is Intermittent
Messages are frequent
Processing capabilities are limited
Size of data is important

Actions are time-critical

Number of devices is important



Example of Solutions

1. Messages are small = buffer messages
2. Devices are diverse > create adaptors

3. Communication is Intermittent = buffer messages +
support communication errors

4. Messages are frequent = event-based system

5. Processing capabilities are limited = split the computation
and use remote services

6. Size of data is important = use data lakes
7. Actions are time-critical =2 use real-time protocols
8. Number of devices is important = use edge devices



Modifiability Patterns

How to improve the modifiability of a system?

We have seen for example:

1. Microservices

2. Plug-ins architecture

3. Increase coherence and reduce coupling



Publish-Subscribe Pattern

Problem: Generation and
consumption of events is
asynchronous. You need to
extend the capabilities that
use the events.

[ Source 1 ] [ Source 2 ]
Channel 1 Channel 2
[ Listener 1 ] [ Liste;ler 2 ]




Publish-Subscribe Pattern

The pattern could be used for process monitoring, software
development environment, and sensor data collection
software



How to improve the performance and reliability of a given
system?
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Gateway Pattern

Problem: Reduce Source 1 ]
the communication

cost and frequency Gateway Source 2
Solution: Use source 3 |

gateway to fuse the [ Service

dat )
ata Source 1

s Gateway )
Trade-off: Data are Source 2

old. ’
Source 3
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Buffering Pattern

Problem: The network
connection is not reliable
and/or the communication cost
is high.

Solution: Buffer the data and
send them when there is
connection.

Trade-off: Messages are not on
time.
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Shadow Copy Pattern

Problem: The

communication is not stable

and the device gets

intermittently offline. Water ]
meter 1

Solution: Components Water meter

communicate with persistent | control service

virtual representation of the Water

device that is synchronized meter 2

when the device reconnect
The water meter connects

Tradeoff: what trade-off do every hour to save energy.

we have?
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Queue Management Pattern

Source 1

Source 2
Problem: Sporadic heavy
load on a service can. ca.u.se Source 3 )
performance and reliability L Processing
issues, e.g., loss of data. [ S . ¥ data

ource storage
r _
Source 5
Source 6

Processing time > arrival time
14



Queue Management Pattern

Source 1 4 h
Solution: Introduce a Source 2 Queue
gueue between the task
and service (
L Source 3 9 l y
Arrival time < processing time Processing

— data

Frequency or received messages 1s higher |storage
. eq e \ /
than the processing capability of the host.
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Queue Management Pattern

Mean number of services: A/ .
Request wait

: Source 1 J 4 h
Tsource2 ) (51)(52)(2)(s2)s1)(5)] Quene
: Source 3 Mean arrival time: A 9 )
y
2
Processing
. — data
Mean service time: U storage

D
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Practice

Scenario: You are working on a system for collecting data from
1000 vehicles. Each vehicle sends 50 messages of 64 bytes per
min. Only a subset of the vehicles are in the road at the same
time.

Each host can process at maximum 1000 messages in 1 min. A
gueue processes 10000 message per min.

« How many processing hosts do you need?

« How many queues do you need?
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Queue Management Pattern - RabbitMQ

® © & https://www.rabbitmg.com/getstarted.html B - 9%

E R a b b | t w Pivotal Features Get Started

Support Community Docs Blog

RabbitMQ Tutorials

These tutorials cover the basics of creating messaging applications using RabbitMQ. You need to have the RabbitMQ server
installed to go through the tutorials, please see the installation guide. Code examples of these tutorials are open source, as is

RabbitMQ website.

1 "Hello World!" 2 Work queues 3 Publish/Subscribe
The simplest thing that does Distributing tasks among Sending messages to many
something workers (the competing consumers at once
’—-—.. consumers pattern) _I--®

e Python o e
e Python
e Java o
e Java
e Ruby e Python
e PHP e Java * Buby
. C_# . M\( o PHP
o C#
e JavaScript e PHP
oy . Ctt e JavaScript
. e Go
o Elixir e JavaScript
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Queue Management Pattern - RabbitMQ

E R a bb |-t 3.7.14  Erlang 21.3
Overview Connections Channels Exchanges m

Queue spring-boot

v Overview

Queued messages last minute ?

1.0
Ready 0
Unacked 0
0.0 Total mo
18:20:00 18:20:10 18:20:20 18:20:30 18:20:40 18:20:50
Message rates last minute ?
2.5/s i
2.0/s //\ Publish 1.6/s
1.5/s
1.0/s Deliver
0.5/s (manual 1.6/s
0.0/s ack)
18:20:00 18:20:10 18:20:20 18:20:30 18:20:40 18:20:50
Deliver
0.00/s
(auto ack) u /
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Queue Management Pattern - RabbitMQ

m Connections Channels Exchanges Queues Admin

Overview

v Totals

Queued messages last minute ?

200k
Ready 219,642

150k

100k Unacked 250

50k

ok Total W 219,892

20:50:40 20:50:50 20:51:00 20:51:10 20:51:20 20:51:30
Message rates last minute ?

15k/s . . .

Publish 8,400/s Deliver W 0.00/s Get Disk read M 0.00/s
10k/s (auto ack) : (manual M 0.00/s
i ack) f o
Sk/s Pubhs_her 0.00/s Disk write 0.00/s
confirm Consumer
W 199/s
ok/s ack Get (auto B 0.00/
20:50:40 20:50:50 20:51:00 20:51:10 20:51:20 20:51:30 Deliver ack) LS
(manual W 199/s Redelivered M 0.00/s
ack) Return M 0.00/s

Global counts ?
Channels: 2 Exchanges: 8 ‘ Consumers: 1 ‘

v Nodes

Name File descriptors ?  Socket descriptors ? Erlang processes Memory ? Disk space Uptime Info Reset stats +/-

rabbit@Nischay-Lenovo 0 1 421 661MB

277GB 1d 5h basic disc 1 rss All nodes
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Reference Architecture for I0OT-Intel

On-Premise  MQTT, HTTPS CaAP, REST, Cloud
XMPP, DSS, etc,
Sensor Enterprise
Sensor .y Sensor ey DataAgent 4 Cloud Data senvice Bus’ Cloud
Hub Handler | Ingestion [ * - Analytics
Actuator |« ' | (Including Software : Software
PMA) Edge * | 5
** <« | Analytics ' : '
.1 DB »  Agent OPS DB ¥
Sensor 'l 4 l Service
I : » Orchestration
: : Security e LA Cloud Security |, Software
Actuator I Agent Management A4
[« I | Config DB
: : Management Device T + Confi :
Sensor Firmware/ ' N - - p Lonfiguration
Eaftware : Ag(lent Management Management
| | Gateway Agents
Gateway Software Cloud Software
Cloud Software
Open Source Management Software in the Cloud

Third-Partv Vendor
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Reference Architecture for IOT-Research

Application
Management Service loT Virtual Entity loT Service Security
Organisation Process Management
Process
Modeling
Service Process
Configuration Composition Execution Authorisation
Service Key Exchange &
Fault Orchestration VE & loT Management
Service Monitoring
Reporting Chosr:m:: hy Trust & Reputation
i VE Resolution VE Service
Member Ildentity Management
loT Service
State Resolution loT Service Authentication
Communication
End To End Network Hop to Hop
Communication Communication Communication

Device
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Reference Architecture for IOT-WS02

Web / Portal Dashboard APl Management
Event Processing and Analytics

Aggregation / Bus Layer
ESB and Message Broker

Communications
MQTT / HTTP

Devices
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Case of WSO2.com
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Practice

Select a reference
architecture for your project
among the provided ones:

Criteria

1. How does it address
interoperability?

2- WSO2 (Figure 2) 2. How does it address
3- Group (Figure 8.2) extensibility?
4- Intel (Figure 4 + table 2)

3. How does it address

_ . service orchestration?
Justify your choice
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SE CPS Main Research Challenges

Modeling dimension
Faults and conflicts
Testing and verification
Collaboration

Lo N e

Human interface
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Self-Check

1. Whatis a CPS? Give an example.

2. Enumerate three architecture patterns commonly used to
address CPS architecture requirements?

3. How can we select a reference architecture? Give an
example of reference architecture for CPS.
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Thank you

Questions?
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